Contract Language/Vendor
Management

A non-legalized look at items to
consider when writing vendor
contracts for project solutions
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Targets That Impact Projects

[0 At times, some projects require outside resources to be
utilized.

B Staff Augmentation
[0 Certain IT Expertise i.e.: DB Admin, Tech. Architecture

B Customized software to be developed - externally

B Package Software
[0 Service or Solution
B 3 party vendor offerings

[0 Web Applications
[0 Mobile Applications shutlerstock - 157490219

[0 Each item will require some type of contract while others
may also require Statement of Work (SOW)
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Are you ready to negotiate?

Stide 4 EDWARDSVILLE

SSSSSSSSSSSSSSSS




The Usual Language Included

A0 0 S0 EE D R N R

Indemnification

Insurance Coverage

Intellectual Property (IP) protection

Scope, Renewal Terms and Notification
Assignment — with or without written notice
Termination — what are you to do if you need to exit
Breach of contract — escalation, ownership, timeframes
Processing restrictions — US Only
Confidentiality & Ownership
Audit (reports, BC/DR plans)
Limitation of Liability

Cost - T&M or Fixed-Price Project
Service Level Agreements (SLA)
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Negotiations vs. Due Diligence

[0 Regulatory reporting

SOC 2 Type 2 Reports or Auditor’s Report

Review their Disaster Recovery Plans

Participation in each others DR exercise

Tour the facility(ies) / Right to audit

Physical Security — badges, biometrics, gates, cameras

[0 Penetration and Vulnerability Tests
B mobile apps, web apps, thick client
B Provide results, any patching and remediation plan
B Provide final/clean report

[0 Exit Strategy
B Ensure there is a way to retrieve your data
B Degaussing your data from their site — backups?
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Due Diligence vs. Negotiations

(continued)

[0 What type of due diligence do they do on their
contractors and employees
B Confidentiality Agreement

OFAC — anti-money laundry-terrorist watch list
SSAE16 |

Background checks
® Criminal

B Credit/financial

[0 Negative News

B Company

B Board of Directors
B Officers or Ultimate Beneficial Owners (UBO)

i ffh o i
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Staff Augmentation

Indemnification
Data Loss

Right to Hire

OO00000

Compliance with Policies
Scope and rates

Background checks, drug test, etc. — who pays?
Non-Disclosure Agreement (NDA)

DID YOU FINISH THE
DESIGN ACCORDING
TO MY SPECS?

Dilbert.com DilbertCartoonist@gmail.com

HYPOTHETICALLY, IF
I HAD FORGOTTEN TO
MENTION SEVERAL
FEATURES, WOULD
THAT BE A PROBLEM?

14813 ©2013 Scott Adams, INC. /Det. by Unwersa Lickek
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AND LET's NO PROBLEM.

SAY THE I ALULWAYS
DEADLINE  PLAN MY
1S STILL SCHEDULE
THE SAME. AROUND
YOUR IN—
( COMPE TENCE.
AY
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Service Modules

Cloud Clients

Web browser, mobile app, thin
client, terminal emulator....

SaaS

CRM, Email, virtual desktop, communication,
games...

Application

PaaS

Execution runtime, database, webserver,
development tools....

Platform

laaS

Virtual machines, servers, storage, load
balancers, network....

Infrastructure
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Project Delays — Conditional
Contract Language to Consider

Internal Staff and vendor service staff terminations
Delay in contract execution
Vendor Service delays, schedules
lliness, vacations, holidays

Force Majeure (Disasters)
Arbitration, Lawsuits

Other competing internal projects
Equipment/hardware purchases

0 AP R N 0 A N

SOUTHERN ILLINOIS UNIVERSITY

Slide 10 EDWARDSVIL

SCHOOL OF BUSINESS




How to avoid what can go wrong

THE CLEAN
UP CREW
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THANK YOUI!!

Laura Griffitt — Vendor Management

B A.P.P. (Accredited Purchasing Practitioner)
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